Abstract: Steganography uses specialised techniques to conceal messages in different cover
Introduction
The exchange of information plays a central role in many applications, with the Internet being the most representative example. As there is growing number of cyberattacks that affect businesses and end-users [1] , the security of information storage and communication has become increasingly important. A recent study by IBM and Ponemon Institute showed that the average cost of a data breach was $3.79 million in 2015, while another study by Juniper Research forecasted that cybercrime will be a $2.1 trillion problem by 2019 [2] .
In this context, there has been increased research interest on methods for securing information transmission such as steganography, watermarking and cryptography [3] , [4] . While historical evidence suggests that steganography and cryptography methods have been applied since ancient times [5] , their popularity and applicability were especially accelerated by the digital revolution of the past few decades [6] . Despite the fact that steganography, cryptography and watermarking are all methods for securing information, there are notable differences between them. Cryptography focuses on securing the information by making it illegible without having the proper key [7] . As opposed, steganography focuses on hiding the important information within another carrier, making it invisible to an observer. Based on the carrier type steganography can be divided into text or linguistic steganography [8] , digital media steganography based on video, audio or images [9] - [11] , as well as network steganography that exploits communication protocols [12] . While watermarking is also a method for embedding information, it differs from steganography in the sense that it is focused on protecting to carrier, and not the secret information [13] .
Significant research effort was also dedicated to steganalysis methods [14] - [16] . Steganalysis represents the art of detecting the presence of hidden information, and depending on what the end goal is, to further determine the type of steganography, to extract the secret message or to tamper it so that the receiver can no longer extract it [14] . Therefore, steganographic systems must be both secure and robust to tampering by an active attacker or to artifacts that could result in the loss of the secret message such as network transmission errors.
Security represents the most important criteria of steganographic systems, with a system being considered secure if the existence of the message cannot be determined with higher probability than a random guessing. Existing approaches to quantify the security of steganographic systems include: information theorybased approach that considers the relative entropy or the difference between two probability distributions; ROC-based approach that considers the difference between true positive and false positive classification rates; and statistics-based approach that considers the maximum mean discrepancy to test if two samples are generated from the same distribution [14] . This paper proposes a new steganographic model called Cover Processing-based Steganographic Model (CPSM) that improves the security of steganographic objects by processing the carrier. The main advantage of the CPSM model is that the cover processing makes more difficult to detect and extract the message for an attacker. In extreme cases, it could reach a point where the detection would be too costly for an attacker. A comprehensive mathematical demonstration proves that CPSM provides improved security in terms of lower relative entropy as compared to previous models proposed in the literature. Furthermore, experimental testing shows that applying simple processing such as shifting the binary information of the cover image can lead to a decrease of the relative error between the cover and steganographic objects of up to 14%.
The rest of the paper is structured as follows. Section 2 presents related works in the area of steganography. Section 3 describes the proposed CPSM, while Section 4 presents the theoretical demonstration of the model using information theory. Section 5 presents the results of the experimental tests.
Related Work
Steganography has been the focus of much research interest over the past few decades, as well as increasing applicability into the real world [6] . A multitude of papers (e.g., [3] , [4] , [12] , [14] - [22] ), have reviewed the various techniques proposed in the literature for different types of steganography such as text, image, audio, video, or network steganography. Analysing those papers, one can note that past research works have mainly focused on specialised steganography and steganalysis techniques, with few generic models having been proposed.
Steganography as a method of hiding information was initially best described by Simmons in the prisoners' problem [23] . In this problem there are two prisoners that want to communicate. The only way of communication is via messages exchanged through an open channel, a warden. The warden will allow the message exchange as long as the information is open for inspection and there is no suspicion of hidden information. Furthermore, the warden will try to detect and intercept any suspicious messages. In order to communicate the prisoners will have to find a way of hiding information into innocent messages.
Zöllner et al. [24] proposed a basic embedding model that aimed to represent a steganographic system in an abstract and generic form. Figure 1 illustrates the basic embedding model for the case of image steganography. The model highlights that the sender wants to transmit a secret message to a receiver. As the communication channel is not secure, the sender will use an innocent cover object , in which it will hide the message using an embedding steganographic function . The embedding process will result in the steganographic object . For improved security, the system makes use of a steganographic key that is passed as a parameter to the embedding function. The receiver will use an extraction function −1 that will output the message * and the cover object * . If the extraction process is correct the message * will be the same as . The authors also make use of information theory to model the security of a steganographic system. For a system to be considered secure, the embedding function should create a steganographic object that has the same entropy as the cover object (where the entropy ( ) describes the uncertainty about ). However, the authors concluded that this cannot be achieved in practice assuming that the attacker can access and compare the cover and steganographic objects. Moreover, the authors concluded that only indeterministic steganography can be secure, by introducing a level of uncertainty about the cover that is higher than the entropy of the secret message. Cachin [25] proposed an information-theoretic model for steganography that quantifies the security of the system in terms of the relative entropy between the probability distributions of the cover object and steganographic object . The author assumes that the sender avails of a set of innocent cover objects, in which it randomly embeds the secret message. The sender transmits steganographic objects or simply cover objects which have the purpose to confuse the attacker. The author also assumes that a passive attacker has complete access to the communication channel and has knowledge of the embedding function and of the cover object (i.e., knows the probability distribution of ). For a steganographic system to be secure the attacker should not be able to distinguish computationally between the cover and steganographic objects (i.e., the relative entropy to be ideally 0, or smaller than in case of an -secure system). As the receiver would also not be able to detect the steganographic objects, the author proposes to use an oracle where the receiver has knowledge of when the sender is active. While this model presents much value from a theoretical point of view, the many assumptions limit its applicability in real-world steganographic systems.
Sallee [26] also proposed an information-theoretic model that uses statistical information of the cover object. The author also proposed a generic method to determine the maximum embedding capacity of the cover object while being resistant to first order statistical attacks, and further demonstrated the applicability of the model to JPEG images. [27] have proposed a model that combines cryptography with steganography in order to increase the security of data communication. First, the secret message is encrypted using either secret or public cryptography key, and then embedded in the cover object using the steganographic key. In [28] the authors added another layer of protection to the model and proposed to transform the encrypted text into Unicode before hiding it into the cover image. However, while the authors have implemented a prototype and explained its functionality, they did not conduct a comprehensive evaluation of the proposed model. Schöttle and Böhme [29] have proposed a universal game-theoretic framework to model adaptive embedding steganography systems which are considered to provide additional security as compared to systems based on random embedding. The model identifies the optimal adaptive embedding strategy that will maximise the security against attackers who would anticipate the adaptivity. The authors demonstrate that for real-world imperfect steganography systems the optimal embedding strategy is between naive adaptive and random uniform embedding.
Raphael and Sundaram
Fakhredanesh et al. [30] have proposed a solution to overcome the perceptual detectability limitation of steganography systems based on cover image statistic models. By using Watson's human visual system model to compute the maximum acceptable changes in each DCT coefficients, the authors showed that steganographic objects with improved security and visually imperceptible changes can be obtained.
Song et al. [31] have proposed a digital steganography model based on additive noise and an embedding optimisation strategy aimed at providing guidance for the design of steganographic algorithms. The optimisation is done in terms of embedding modification position and direction. The authors have also validated experimentally that the proposed embedding optimisation technique can improve the security of steganographic algorithms such as LSBM and MG.
Denemark and Fridrich [32] have proposed a model-based embedding steganography method that makes use of multivariate Gaussian model to better estimate the acquisition noise, an important random aspect that makes digital images and videos suitable for steganography.
CPSM Overview
This section describes the proposed Cover Processing-based Steganographic Model (CPSM), that processes the cover objects and transmits them in a way to improve the security of steganographic objects from both a mathematical and practical point of view.
Figure 2 presents the functional block-level diagram of the CPSM model. The model pre-requisite is that the sender avails of a set of original cover objects , which can be processed to create cover objects that will be used in the steganographic process. The cover objects are obtained by processing each original object with the help of a processing function . To confuse a possible attacker, the sender selects and incorporates the secret message only in some of the cover objects, which become steganographic objects . However, the entire set of cover objects including those without hidden information are sent to receiver. The selection of the cover objects is done with the help of a switch k. If the switch is on "0", then the cover object is sent to the receiver. This does not contain any secret information but will help confuse the attacker. If the switch is on "1", then the steganographic object is sent to the receiver. The operation of the switch is controlled according to a function known by both the sender and the receiver.
The processing function can be based on an algorithm known by the sender, but depending on the available ways to improve the entropy of the resulting object this may not necessarily be known by the receiver. Embedding additional information into the cover object will increase its entropy, and a possible attacker could notice this increase if the cover object is not carefully selected.
Therefore, the changes made using the processing function will be done in such a way that the original cover object will not differ too much from the processed object. Transformations that could be applied through the processing function include: applying noise, shifting the binary information towards higher or lower values, etc. As these transformations are applied in the same way to all of the original cover objects, the entropy increases for all objects not only for those that will be later transformed into steganographic objects. As such, it will be more difficult for a possible attacker to identify the transmitted objects containing the secret message. The critical condition is for the attacker not to have access to the original cover objects .
The secret message is embedded in some of the processed cover objects by applying the steganographic function . Following this step, the complete set of objects, including steganographic objects as well as processed cover objects are sent to the receiver.
On another side, to extract the secret message the receiver will apply the inverse decoding function ′−1 , which consists of the inverse processing function
composed with the inverse steganographic function −1 . The composition of the two functions is done in such way that the output message * would be obtained
in a format as similar as possible to that of the original message . Moreover, steganographic keys could be used to make it more difficult for an attacker to extract the secret message. However, in case of pure steganography it is not mandatory to use keys, as long as the steganographic algorithms are carefully selected [33] , [34] .
The next section demonstrates from a mathematical point of view how the security of steganographic systems is improved by the proposed CPSM model.
Theoretical Demonstration of CPSM
The aim of this section is to demonstrate that the proposed CPSM model provides an improved security as compared to the information theoretic model proposed by Cachin [25] . Cachin's approach is the most suitable for demonstrating the efficiency of steganographic systems from a probabilistic point of view. Other approaches from the literature review have only used simulations or empirical experiments to demonstrate the improved performance of their steganographic methods. According to Cachin, a steganographic object is perfectly secure if it meets the condition:
where, is the probability distribution of the cover object , while is the probability distribution of the steganographic object .
Moreover, ( ∥ ) represents the relative entropy, a measure of the difference between the two probability distributions and that characterise the steganographic process. The relative entropy is defined based on the KullbackLeibler divergence [35] as in equation (2), where the units of entropy are bits and the log is logarithm to the base 2.
If the condition from equation (1) is met there is no difference between the two probability distributions, and thus an attacker cannot distinguish between the cover object and the steganographic object . In this case, the attacker needs to analyse all the objects sent ( and ) and will not be able to extract in real time the hidden message from using a polynomial algorithm. If there are differences between and , the attacker can focus only on the steganographic objects and will be able to extract the hidden message from using a polynomial algorithm.
As perfect steganography is difficult to achieve in practice, it is desired to have a probability distribution as close as possible to . In this context, Cachin [25] defines a steganographic system to be -secure if:
The smaller is, the harder will be for the attacker to distinguish between and , thus the harder to extract the hidden message from .
Let represent the switch from Figure 2 that can take two values:
where the alphabet is defined as:
which means that 0 and 1 are partitions of , with 0 representing the subset when cover objects are transmitted to the receiver and 1 representing the subset when steganographic objects are transmitted to the receiver, as such:
According to [25] , in the above case a steganographic system is -secure for:
where:
In equation (8), Pr denotes probability, while > 0 because Pr[ ∈ 0 ] > Pr[ ∈ 1 ], otherwise there would be big differences between and . All of these are demonstrated starting from the following relationship:
which results by partitioning = 0 ⊕ 1 based on the total probability expressed as in equation (10), and conditional probability expressed as in equation (11) [36] .
where, ∈ indexes mutually exclusive and exhaustive partitions of .
Indeed, we have:
However, 
if ∈ 0 , because:
Similarly:
if ∈ 1 , because:
Moreover,
According to [24] , steganographic systems cannot be secure if an attacker knows and , thus being able to compare two objects that are similar but still contain different information. To address this issue, the authors introduce a degree of uncertainty to the cover object . This will confuse the attacker, as the comparison will be done between the steganographic object containing hidden information, and a cover object that the attacker does not know and only estimates how it looks like. We will investigate the behaviour of entropy, which characterises both elements considered in the comparison by the attacker, namely: information and uncertainty.
An example in this sense would be capturing a photo and using it as a medium for transmitting some secret information. The sender will choose the scene and will capture it using a photo camera. The original photo representing the cover object is processed to incorporate the secret message becoming the steganographic object , which is sent over an unsecured channel. When intercepted by an attacker, this recognises the scene represented in the photo but does not have access to the original photo , hence the uncertainty. As the original photo is not available, the attacker cannot compare it with the intercepted steganographic object , and will not be able to extract the secret message from .
In order to obtain the original cover object, one approach would be for the attacker to identify the scene captured in the photo, make similar photos and compare them with . As digital camera sensors are sensitive to factors that cannot be accurately controlled such as temperature, the attacker would notice small differences even between photos of the scene captured consecutively. Therefore, if differences are noticed due to uncontrolled factors no matter how many attempts are made to obtain the cover object , the attacker might conclude that it is normal for the steganographic object to also present differences. As opposed, if all captured photos are identical and only presents differences, the attacker might think that contains a hidden message.
As such, the steganographic model proposed by Zöllner et al. [24] involves choosing a cover object that is unknown to a possible attacker, and pre-processing it using different equipment or digital techniques before being used to create the steganographic object. However, the authors do not demonstrate that the model provides improved security. The steganographic model proposed by Cachin [25] involves choosing a set of cover objects, with only some of them being used to create the steganographic object. In case of this model, the sender transmits both the cover and the steganographic objects to the receiver.
The CPSM steganographic model proposed in this paper involves choosing a set of cover objects that are individually processed, and only some of them are used to create steganographic objects. Next, we will prove mathematically that applying a processing function on the cover objects can improve the security of steganographic systems.
As illustrated in Figure 2 the CPSM model applies a processing function on each cover object. By applying this function, the relative error will decrease to be lower than the value obtained by Cachin.
Suppose that the chosen processing function takes the form:
Using this function, the set of cover objects can be obtained based on the initial set , as follows:
Following the processing we will prove that:
thus, the measure obtained is lower than the one obtained by Cachin and presented in equation (7).
To prove equation (21), we start from Theorem 1 and Theorem 2 proposed in [25] , according to which:
By performing a change of variable on equation (2) the relative entropy can be expressed in terms of the new variable , as:
However,
Therefore,
For = ( ) we have:
if:
The following notation is adopted:
where ∈ , which implies that:
In the context of the paper, represents the set of pixels from an image, thus represents the set of pixels scaled with the constant. Therefore, based on equations (26) and (27) results that:
because,
Moreover, using the fact that
results:
On another side:
where,
and:
If | 0 | = | 1 |, then:
Finally, based on equations (31) and (36) results that:
where > 1.
The conclusion that can be drawn from the theoretical demonstration is that processing the cover object with a coefficient where > 1, leads to a decrease by 1/ 2 in the relative entropy between the probability distribution of the steganographic object obtained and the probability distribution of the cover object. Therefore, the proposed CPSM model enables improved security of steganographic systems thought three different aspects: (i) the generation of a set of cover objects that are known by the sender but not necessarily known by the receiver, (ii) the individual processing of the cover objects, and (iii) the random selection of one or multiple cover objects in which to embed the secret messages.
In order to support the receivers, it is desired to inform them about the procedure used for selecting the cover objects that will be used as steganographic objects. If this information is missing, the receiver will have to apply the inverse decoding function ′−1 for the full set of received objects, thus requiring a longer time to retrieve the hidden message. It is also possible that multiple messages that are retrieved to have significance, thus confusing the receiver. To avoid such situations, one solution would be to inform the receiver about the function used in order to select the cover objects used in the steganographic process.
Experimental Validation of CPSM
A number of experimental tests were conducted in order to validate the proposed CPSM model from an empirical perspective. The Segment Compression Steganographic Algorithm (SCSA) proposed in [37] was used for the experimental testing. SCSA is based on the Karhunen-Loève Transform (KLT) that is widely considered to achieve optimal signal processing for data representation, compression and analysis. A detailed description of the algorithm can be found in [37] .
A multitude of colour images with different size and content characteristics were used as cover objects. The secret messages were also represented by colour images that were incorporated within the cover objects on the least important bits. In line with the principle of the CPSM model, the cover objects were first processed by applying a number of transformations. In particular, the binary information of each pixel was shifted with a number of steps towards black, and respectively white. Tables 1 to 3 present the experimental results for the three scenarios considered for hiding the secret messages (i.e., on the least important 1, 2 and 4 bits of the cover objects). Columns 2 to 5 present the name and size in pixels of the cover objects and secret messages. Columns 6 to 10 present the computed relative errors between the cover objects and the steganographic objects for five different cases: the pixels binary information was shifted towards black with a value of 10 and respectively 6, the cover object was not processed, and the pixels binary information was shifted towards white with a value of 6 and 10. The last column presents the improvement (as percentage) of the relative error that was achieved through the processing of the cover object.
The results analysis shows that processing the cover objects can decrease the relative error between the cover and the steganographic objects. In particular, shifting the pixels binary information towards black leads to a decreased relative error, for all three test scenarios using the SCSA algorithm to hide the message on 1, 2 and 4 bits. The results show that the maximum improvement of the relative error was 13.68% in case of the 'sphinx' cover object and 'Hawk' secret message using SCSA on 4 bits. While for some cases the improvement of the relative error is not significant, one observation made was that in such cases the cover objects usually presented large areas with the same information (e.g., background). Therefore, one can safely conclude that such cover objects are not recommended for steganography. Figure 3 illustrates the processing for one example considered in the experimental testing (i.e., 'Wildflowers' cover object and 'watch' secret message using SCSA on 4 bits). The images show that the difference between the cover and steganographic objects is unnoticeable, for all three scenarios: unprocessed cover object, processing towards black and towards white respectively. In terms of the relative error between the cover and steganographic object, the improvement achieved was 2.09% (see Table 3 , line 2).
The experimental results validate that the CPSM model can lead to better steganographic objects and thus improved security, as compared to not processing the cover objects. Figure 3 Exemplification of processing for 'Wildowers' cover object and `watch' secret message: (a) Unprocessed cover object and (b) corresponding steganographic object; (c) Cover object with processing towards black and (d) corresponding steganographic object; (e) Cover object with processing towards white and (f) corresponding steganographic object
Conclusions
The increasing need for secure data communication methods, contributed to steganography gradually moving out of the research laboratory and into the realworld applications. To improve the security of steganographic objects, this paper has proposed the Cover Processing-based Steganographic Model (CPSM). CPSM adds a new layer of security to traditional steganographic models by processing the cover objects before embedding the messages. Moreover, to further complicate steganalysis the model makes use of random selection and embedding, where the sender transmits randomly either steganographic objects containing hidden information or processed cover objects aimed at confusing the attacker. A comprehensive demonstration based on information theory, proved that the CPSM model offers an improved security in terms of lower relative entropy as compared to the previous information-theoretic model proposed by Cachin. Experimental tests were conducted in order to further validate the benefits of the proposed model. The results showed that applying simple processing such as shifting the binary information of the cover image can lead to a decrease of the relative error between the cover and steganographic objects of up to 14%. Out future research work will aim to further improve the security of the proposed model by considering additional techniques such as processing the secret message along with the cover objects.
